


THE SURVEY WAS CONDUCTED AMONG 200
MANAGERS OR ABOVE, WITH RESPONSIBILITY
FOR DECISION MAKING OVER IT PURCHASES,
WORKING IN COMPANIES WITH OVER 250
EMPLOYEES IN THE FINANCE INDUSTRY (100)
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~ YOUR PERPETUAL EDGE
KEY STATS

Almost half (46%0)
are ahead of their
competitors in their
digital
transformation
journey, while 29%0
are behind
competitors

Over 2 in 5 (44%) have strong
cyber security in place, a further
55% have adequate practices in

place but could do more

96%0

Think its possible to put all or most
business workloads into the cloud

39% have been
delivering
infrastructure as code
in their organisation

for some time, while a

further 44% have just

started implementing
it

Over 9 in 10 (94%)
are confident that their
data and governance
program meets the
needs of a company
operating in the
financial services
sector




.. YOUR PERPETUAL EDGE
SUMMARY OVERVIEW

Migrating legacy apps are an issue! — over 2 in 5 (44%) agree their inability to migrate legacy apps to the
cloud is holding them back from their digital transformation journey, with over 8 in 10 saying their inability to
migrate legacy apps Is having a negative impact on their business

What's holding companies back on their digital transformation journey — Over half are kept awake at night due
to their inability to update their legacy infrastructure, while those falling behind competitors are suffering from a
lack of budget

FCA...7 — 41% understand FCA requirements fully and a further 44% understand it to some extent. However,
unclear guidance from the FCA is holding 27% from migrating to the cloud, as well as security issues

Fully managed service... — for a third (34%) issues around cloud security and security with data is holding them back from
having a fully managed service, followed by service providers not being able to understand their business well enough

— almost two-fifths find lack of direct connections to issuing and acquiring banks,
payment systems and converging services halting them from moving their customer experience forwards, followed by inability to
bypass public or unreliable connections



~ YOUR PERPETUAL EDGE

MAIN FINDINGS
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DIGITAL TRANSFORMATION IS A KEY FOCUS FOR OVER 4 IN 5 (83%) WHILE ITS OF
SECONDARY IMPORTANCE TO A FURTHER 17%

1%

91% of those ahead on their
digital transformation journey
see digital transformation as a
key focus compared to 75% far
from competitors

m Key focus: we are migrating to the
cloud, restructuring workforces and
consistently trying to advance through
technology.

m Secondary importance: we're looking
into new technologies, but are
currently unsure which technology to
investin.

Not at all: the business s running
very well with the IT infrastructure we
have, there is no need to change it.

Q1 To what extent is your business investing in digital transformation? Base: 200



Chart1

		Key focus: we are migrating to the cloud, restructuring workforces and consistently trying to advance through technology.

		Secondary importance: we’re looking into new technologies, but are currently unsure which technology to invest in.

		Not at all: the business is running very well with the IT infrastructure we have, there is no need to change it.
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				Column1

		Key focus: we are migrating to the cloud, restructuring workforces and consistently trying to advance through technology.		83%

		Secondary importance: we’re looking into new technologies, but are currently unsure which technology to invest in.		17%

		Not at all: the business is running very well with the IT infrastructure we have, there is no need to change it.		1%






ALMOST HALF (46%) ARE CONFIDENT THINKING THEY ARE AHEAD OF THEIR
COMPETITORS, WHILE 29% BELIEVE THEY ARE FALLING BEHIND COMPETITORS

8%

We are very far ahead of our competitors

— | 46
%
We are slightly ahead of our competitors 38%
We are a similar distance along our digital transformation 6%
journey to our competitors °
We are slightly behind our competitors 22%
— [ 29%
We are very far behind our competitors - 7%
Q2 How does your organisation compare to your competitors in terms of your digital transformation Base: 200

journey?
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		We are very far behind our competitors

		We are slightly behind our competitors

		We are a similar distance along our digital transformation journey to our competitors

		We are slightly ahead of our competitors

		We are very far ahead of our competitors
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				Series 1

		We are very far behind our competitors		7%

		We are slightly behind our competitors		22%

		We are a similar distance along our digital transformation journey to our competitors		26%

		We are slightly ahead of our competitors		38%

		We are very far ahead of our competitors		8%






INABILITY TO UPDATE LEGACY INFRASTRUCTURE IS TROUBLING OVER HALF (54%),
FOLLOWED BY INABILITY TO MIGRATE LEGACY APPS TO THE CLOUD

Those far from their competitors on their digital transformation
journey are more likely to find an overburdened network and capacity G reat/ver
issue (51% vs 32%) and a lack of budget (56% vs 31%) holding them y g reat
back to a great/very great extent
Inability to update legacy infrastructure 25% 29% 11% 8% extent
(0)
Inability to migrate legacy apps to the cloud 15% 29% 16% 10% 24%
0)
Keeping up with data regulations and financial compliance 17% 26% 20% 9% 44%
Ever changing nature of, and increasing number of cyber security 13% 20% 20% 6% 43%
threats
0)
Need to create a more flexible capacity on demand infrastructure 12% 29% 22% 12% 42%
(0)
Lack of budget 12% 29% 13% 12% 41%0
0)
Overburdened network and capacity issues 11% 30% 25% 7% 41%
o
Not enough time to look at other IT options 12% 26% 22% 12% 41%
Inability to find, sort and structure data and then use it for business 9% 20% 230 16% 38%
advantage
(0)
Lack of IT skillsin my team 13% 24% 25% 16% 38%
0)
Lack of senior management / board buy-in 9% 27% 24% 15% 37%
(0)
B To avery great extent B To a great extent To a moderate extent B To a small extent mNot atall 36%
Q3 To what extent are the following holding back your digital transformation journey and keeping Base: 200

you awake at night?
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		Lack of senior management / board buy-in		Lack of senior management / board buy-in		Lack of senior management / board buy-in		Lack of senior management / board buy-in		Lack of senior management / board buy-in

		Lack of IT skills in my team		Lack of IT skills in my team		Lack of IT skills in my team		Lack of IT skills in my team		Lack of IT skills in my team

		Inability to find, sort and structure data and then use it for business advantage		Inability to find, sort and structure data and then use it for business advantage		Inability to find, sort and structure data and then use it for business advantage		Inability to find, sort and structure data and then use it for business advantage		Inability to find, sort and structure data and then use it for business advantage

		Not enough time to look at other IT options		Not enough time to look at other IT options		Not enough time to look at other IT options		Not enough time to look at other IT options		Not enough time to look at other IT options

		Overburdened network and capacity issues		Overburdened network and capacity issues		Overburdened network and capacity issues		Overburdened network and capacity issues		Overburdened network and capacity issues

		Lack of budget		Lack of budget		Lack of budget		Lack of budget		Lack of budget

		Need to create a more flexible capacity on demand infrastructure		Need to create a more flexible capacity on demand infrastructure		Need to create a more flexible capacity on demand infrastructure		Need to create a more flexible capacity on demand infrastructure		Need to create a more flexible capacity on demand infrastructure

		Ever changing nature of, and increasing number of cyber security threats		Ever changing nature of, and increasing number of cyber security threats		Ever changing nature of, and increasing number of cyber security threats		Ever changing nature of, and increasing number of cyber security threats		Ever changing nature of, and increasing number of cyber security threats

		Keeping up with data regulations and financial compliance		Keeping up with data regulations and financial compliance		Keeping up with data regulations and financial compliance		Keeping up with data regulations and financial compliance		Keeping up with data regulations and financial compliance

		Inability to migrate legacy apps to the cloud		Inability to migrate legacy apps to the cloud		Inability to migrate legacy apps to the cloud		Inability to migrate legacy apps to the cloud		Inability to migrate legacy apps to the cloud

		Inability to update legacy infrastructure		Inability to update legacy infrastructure		Inability to update legacy infrastructure		Inability to update legacy infrastructure		Inability to update legacy infrastructure
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				To a very great extent		To a great extent		To a moderate extent		To a small extent		Not at all		Great/very great extent

		Lack of senior management / board buy-in		9%		27%		26%		24%		15%		36%												13%

		Lack of IT skills in my team		13%		24%		24%		25%		16%		37%												24%

		Inability to find, sort and structure data and then use it for business advantage		9%		29%		24%		23%		16%		38%												24%

		Not enough time to look at other IT options		12%		26%		29%		22%		12%		38%												25%

		Overburdened network and capacity issues		11%		30%		28%		25%		7%		41%												16%

		Lack of budget		12%		29%		34%		13%		12%		41%

		Need to create a more flexible capacity on demand infrastructure		12%		29%		27%		22%		12%		41%

		Ever changing nature of, and increasing number of cyber security threats		13%		29%		33%		20%		6%		42%

		Keeping up with data regulations and financial compliance		17%		26%		29%		20%		9%		43%

		Inability to migrate legacy apps to the cloud		15%		29%		31%		16%		10%		44%

		Inability to update legacy infrastructure		25%		29%		28%		11%		8%		54%






2 IN 5 (41%) AGREE IT’S POSSIBLE TO PUT ALL BUSINESS WORKLOADS INTO THE CLOUD,
AND A FURTHER 55% THINK IT’S POSSIBLE TO PUT MOST BUSINESS WORKLOADS INTO THE
CLOUD EXCLUDING COMPLEX LEGACY APPS

48% of the financial industry
compared to 34% of others
agree it’s possible to put all
business workloads into the

m |t's possible to put all business
cloud

workloads into the cloud,
including complex legacy apps

While 60% of other industries and / or business critical ones

think its possible to put most
business workioads

m |t's possible to put most business
workloads into the cloud but not
complex legacy apps and / or
business critical ones

74% of C-level agree its possible
to put all business workloads into
the cloud

It's not possible to put most
business workloads into the cloud

Q4 To what extent is it possible to put all business workloads into the cloud? Base: 200



Chart1

		It’s possible to put all business workloads into the cloud, including complex legacy apps and / or business critical ones

		It’s possible to put most business workloads into the cloud but not complex legacy apps and / or business critical ones

		It’s not possible to put most business workloads into the cloud
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				Column1

		It’s possible to put all business workloads into the cloud, including complex legacy apps and / or business critical ones		41%

		It’s possible to put most business workloads into the cloud but not complex legacy apps and / or business critical ones		55%

		It’s not possible to put most business workloads into the cloud		5%






OVER A THIRD (37%) ARE CONCERNED WITH SECURITY ISSUES, WHILE OTHERS SEEM
CONCERNED ABOUT UNCLEAR GUIDANCE FROM THE FCA AND AMOUNT OF RED TAPE AROUND
DATA MOVEMENT (27%)

Security issues associated with cloud ||| GG 372

Unclear guidance from the FCA (around security

governance or distance from datacentre for ||| KGN 27

example)

Amount of red tape around data movement (eg _ 279
compliance and data sovereignty issues) ¢

[0)
Legacy infrastructure that can't be migrated ||| R 267 ™= 36% of large

organisations (1000+
employees)

Possible costs from being trapped in the cloud _ 250
with large unbudgeted bills °

Lackofbudget N 25% wep | 40% of small

organisations (250-499
employees)

Perceived cost of migrating ||| | GG 22
Impact of business disruption during migration ||| GGG 20%
Lack of board support || G 17%

No benefitin moving all of our business o
workload to the cloud - e

Q5 What are the main concerns holding you back from migrating part or all of your business Base: 200
workload to the cloud (whether public, private or hybrid)?



Chart1

		Security issues associated with cloud

		Unclear guidance from the FCA (around security governance or distance from datacentre for example)

		Amount of red tape around data movement (eg compliance and data sovereignty issues)

		Legacy infrastructure that can’t be migrated

		Possible costs from being trapped in the cloud with large unbudgeted bills

		Lack of budget

		Perceived cost of migrating

		Impact of business disruption during migration

		Lack of board support

		No benefit in moving all of our business workload to the cloud
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				Series 1

		Security issues associated with cloud		37%

		Unclear guidance from the FCA (around security governance or distance from datacentre for example)		27%

		Amount of red tape around data movement (eg compliance and data sovereignty issues)		27%

		Legacy infrastructure that can’t be migrated		26%

		Possible costs from being trapped in the cloud with large unbudgeted bills		25%

		Lack of budget		25%

		Perceived cost of migrating		22%

		Impact of business disruption during migration		20%

		Lack of board support		17%

		No benefit in moving all of our business workload to the cloud		3%






INABILITY TO MIGRATE LEGACY APPS IS HAVING A NEGATIVE IMPACT ON OVER 8 IN
10 (85%)

m [tis impacting us considerably
® |tis impacting us somewhat
Itisn'timpacting us

y

Q6 Is the lack of ability to migrate legacy apps having a negative impact on your business? Base: 200




Chart1

		It is impacting us considerably

		It is impacting us somewhat

		It isn’t impacting us
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		It is impacting us considerably		35%

		It is impacting us somewhat		50%

		It isn’t impacting us		15%






INABILITY TO MIGRATE LEGACY APPS IS RESULTING IN BACKUPS AND PATCHES TAKING TOO
MUCH TIME FOR OVER A THIRD (36%) AND A FURTHER 33% ARE NOT MAKING EFFICIENT
DECISIONS WITH THEIR IT

Backups and patches are taking up too much time 36%

We're not making the most efficient decisions with our IT 33%

IT teams are too busy dealing with downtime issues 31%

It's taking too long to manage our business critical apps 28%

It's costing too much to manage all our IT infrastructure 28%

Asked to those who say inability to migrate legacy apps is negatively impacting their business

Q7 How is it negatively impacting your business? Base: 170



Chart1

		Backups and patches are taking up too much time

		We’re not making the most efficient decisions with our IT

		IT teams are too busy dealing with downtime issues

		It’s taking too long to manage our business critical apps

		It’s costing too much to manage all our IT infrastructure
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		Backups and patches are taking up too much time		36%

		We’re not making the most efficient decisions with our IT		33%

		IT teams are too busy dealing with downtime issues		31%

		It’s taking too long to manage our business critical apps		28%

		It’s costing too much to manage all our IT infrastructure		28%






OVER 2 IN 5 (44%) HAVE STRONG CYBER SECURITY IN PLACE, A FURTHER 55%
HAVE ADEQUATE PRACTICES IN PLACE BUT COULD DO MORE

2%

m Strong: we use the latest Al-
driven cyber security and we are
consistently testing our systems
to pre-empt attacks

m Adequate: we use the latest anti-
virus technologies and we react

quickly when an attack occurs -
but could do more

74% of C-level describe their

current cyber security practice as
‘strong’

Poor: we're unsure to what extent
the businessis exposed to threat

Q8 How would you describe your current cyber security practices? Base: 200



Chart1

		Strong: we use the latest AI-driven cyber security and we are consistently testing our systems to pre-empt attacks

		Adequate: we use the latest anti-virus technologies and we react quickly when an attack occurs - but could do more

		Poor: we’re unsure to what extent the business is exposed to threat
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		Strong: we use the latest AI-driven cyber security and we are consistently testing our systems to pre-empt attacks		44%

		Adequate: we use the latest anti-virus technologies and we react quickly when an attack occurs - but could do more		55%

		Poor: we’re unsure to what extent the business is exposed to threat		2%






ISSUES AROUND CLOUD SECURITY AND DATA SECURITY IS HOLDING BACK A THIRD
(34%) FROM HAVING A FULLY MANAGED SERVICE

Issues around cloud security and security of our data/data _ 349
sovereignty ’
Service providers don’t understand our business/market _ 31%
well enough ’
\We already have adequate in-house capabilities _ 29%
We don't see a need for a 24/7 managed service _ 25%
Perceived cost of having a fully managed service _ 23%
Lack of trust in service providers available _ 20%
We already use a fully managed service _ 20%

other [ 1%

Q9 If you don’t already have a fully managed service for business, what is holding you back from Base: 200
having one?



Chart1

		Issues around cloud security and security of our data/data sovereignty

		Service providers don’t understand our business/market well enough

		We already have adequate in-house capabilities

		We don’t see a need for a 24/7 managed service

		Perceived cost of having a fully managed service

		Lack of trust in service providers available

		We already use a fully managed service

		Other
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		Issues around cloud security and security of our data/data sovereignty		34%

		Service providers don’t understand our business/market well enough		31%

		We already have adequate in-house capabilities		29%

		We don’t see a need for a 24/7 managed service		25%

		Perceived cost of having a fully managed service		23%

		Lack of trust in service providers available		20%

		We already use a fully managed service		20%

		Other		1%






LACK OF DIRECT CONNECTIONS TO

ISSUING AND ACQUIRING BANKS, PAYMENT SYSTEMS AND

CONVERGING SERVICES IS STOPPING OVER A THIRD (36%) FROM MOVING THEIR CUSTOMER

EXPERIENCE FORWARDS

Lack of direct connections to issuing and acquiring banks,
payment systems and converging services

Inability to bypass public or unreliable connections

Lack of instant accessto brokers, digital wallet and data
market providers

Infrastructure won't allow us to use latest Al driven apps
for customers, eg: chatbots

No accessto fast, continuously available colocation

41% of those far from
competitors on their
digital transformation
journey compared to
15% of those ahead
of competitors

€= Lackof instant links to point of sale providers and

services

ecommerce sites

Other l 1%

Q10 What is stopping you from moving your customer experience forwards?

19% =y

Asked to those in finance

36%

30%

30%

29%

29%

38% of C-level

Base: 100



Chart1

		Lack of direct connections to issuing and acquiring banks, payment systems and converging services

		Inability to bypass public or unreliable connections

		Lack of instant access to brokers, digital wallet and data market providers

		Infrastructure won’t allow us to use latest AI driven apps for customers, eg: chatbots

		No access to fast, continuously available colocation services

		Lack of instant links to point of sale providers and ecommerce sites

		Other
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		Lack of direct connections to issuing and acquiring banks, payment systems and converging services		36%

		Inability to bypass public or unreliable connections		30%

		Lack of instant access to brokers, digital wallet and data market providers		30%

		Infrastructure won’t allow us to use latest AI driven apps for customers, eg: chatbots		29%

		No access to fast, continuously available colocation services		29%

		Lack of instant links to point of sale providers and ecommerce sites		19%

		Other		1%






9 IN 10 (91%) UNDERSTAND FCA REGULATIONS FOR OUTSOURCING IT TO THE

CLOUD
Asked to those in finance
91%
A
L 4% \
44%
8%
|
| understand the | understand the I'munsure | do not understand the
requirements fully requirementsto some requirements

extent

Q11 To what extent do you understand the FCA regulations for outsourcing IT to the cloud?

Base: 100




Chart1

		I understand the requirements fully

		I understand the requirements to some extent

		I’m unsure

		I do not understand the requirements
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		I understand the requirements fully		47%

		I understand the requirements to some extent		44%

		I’m unsure		8%

		I do not understand the requirements		1%






OVER 9 IN 10 (94%) ARE CONFIDENT THAT THEIR DATA AND GOVERNANCE PROGRAM

MEETS THE NEEDS OF A COMPANY OPERATING IN THE FINANCIAL SERVICES SECTOR

m Entirely confident = Somewhat confident

Asked to those in finance

94%

I'm not sure / there is room for improvement

Q12 To what extent are you confident that your data and governance program meets the needs of a Base: 100

company operating in the financial services sector?
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		Entirely confident

		Somewhat confident

		I’m not sure / there is room for improvement
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		Entirely confident		37%

		Somewhat confident		57%

		I’m not sure / there is room for improvement		6%






39% HAVE BEEN DELIVERING INFRASTRUCTURE AS CODE ACROSS THEIR WHOLE
ORGANISATION FOR SOME TIME AND OVER 2 IN 5 (44%) HAVE JUST STARTED

IMPLEMENTING THIS, WHILE 16% ARE IN THE PROCESS OF EXPLORING HOW THEY DO THILS

Asked to those in finance

| have been doing this for some time across the whole

0, 0, -
organisation 39% mmp | 58% of C-level

| have just started implementing this across the whole

. 44%
organisation

We are in the process of exploring how we do this 16%

I'm currently not able to do this 1%

Q13 To what extent are you currently delivering infrastructure as code in your organisation? Base: 100
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		I have been doing this for some time across the whole organisation

		I have just started implementing this across the whole organisation

		We are in the process of exploring how we do this

		I’m currently not able to do this
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		I have been doing this for some time across the whole organisation		39%

		I have just started implementing this across the whole organisation		44%

		We are in the process of exploring how we do this		16%

		I’m currently not able to do this		1%






~ YOUR PERPETUAL EDGE

DEMOGRAPHICS




el WURDERPETUAL EDGE
|0B ROLE

Which of the following best describes your job role / position?

C-Level and above 22%

Director 23%

Manager 56%

20



Chart1

		C-Level and above

		Director

		Manager
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		C-Level and above		22%

		Director		23%

		Manager		56%






~ YOUR PERPETUAL EDGE
SECTOR

What sector does your organisation work in?
Financial Services [ 5o
Retail [ 13
Manufacturing - 8%
Technology/ Telecoms - 8%
Government/ Public Sector - 8%

Professional Services - 6%

Construction - 4%

21
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		Financial Services

		Retail

		Manufacturing

		Technology / Telecoms

		Government / Public Sector

		Professional Services

		Construction

		Other
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		Financial Services		50%

		Retail		13%

		Manufacturing		8%

		Technology / Telecoms		8%

		Government / Public Sector		8%

		Professional Services		6%

		Construction		4%

		Other		4%






.. YOUR PERPETUAL EDGE
COMPANY SILZE

How many people does the organisation you work for employ?

250 — 499 people 25%

500 — 999 people 35%

1000+ people 40%

12
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		250 – 499 people

		500 – 999 people

		1000+ people
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		250 – 499 people		25%

		500 – 999 people		35%

		1000+ people		40%






THANK YOU

Contact

Lelah Stevenson

Head of Marketing
Marketing.Team@csiltd.co.uk

YOUR PERPETUAL EDGE
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